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a. This issue brief explores virtual gaming communities as a source of intelligence for
school administrators and law enforcement regarding threats and criminal intent that
may affect educational environments in the real world.

b. First, the brief presents the prevalence of electronic media and video games in the lives
of young people. Many games contain social communication aspects like embedded
text, voice, and video message systems and file sharing. Game users post a mix of
communications in game systems about both the game and their personal lives. When
users engage in cyberbullying and make threats, the effects of the game communication
spill over into the real world.

c. Law enforcement does not actively monitor game communications, nor is there a
central authority overseeing game communications for most games. Thus, it is
important for the game community to police itself by recognizing and responding to
cyberbullying and cyberthreats. Young people tend to want to keep the peace in the
game environment rather than report issues to authorities. It is therefore important to
educate and train youth about the warning signs and serious nature of threatening
messages, and provide them a viable way to notify schools or law enforcement about
such messages.

d. Inresponse to a specific threat, law enforcement can contact a video game company to
request information from the game. The local Internet Crimes Against Children Task
(ICAC) Taskforce can help local law enforcement work with game companies. The ICAC
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in Colorado is located in Colorado Springs and is available at
https://www.facebook.com/ColoradolCAC/

e. ltis suggested that school administrators and law enforcement proactively pursue
information about the video game and other online communities used by youth. Schools
can teach students about how to engage in these communities safely, and law
enforcement can respond to threatening online behavior before it spills into the real
world. The brief includes sample questions to ask students to begin a dialogue about

virtual worlds and social media.
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